


We live in the day of the 24 hour news cycle
and instant communications. With all our personal
information housed on-line and in massive data-
bases, it’s no surprise with the deluge of foreign
and domestic hackers continually inventing ways
to steal our information. Further, we can expect
informed consumers to look for ways to protect
what is most dear to them - their identity. 

As the medical community rushes to comply with
government initiatives surrounding Electronic
Health Records (EHR), a keen eye must be kept
on protecting their patient information. The
Ponemon Institute (www.ponemon.org) conducts
independent research on privacy, data protection
and information security policy. Their goal is to
enable organizations, in both the private and
public sectors, to have a clearer understanding of
the trends in practices, perceptions and potential
threats that will affect the collection, management
and safeguarding of personal and confidential
information about individuals and organizations. 

The Ponemon Institute conducted an independent
survey - American's Opinions about Healthcare
Privacy. The intent of the study was to measure
public sentiment regarding the creation of a
national healthcare database. Of the surveyed, 883
adult Americans, through a representative
sampling they learned that 73% of Americans do
not trust the federal government to protect the
privacy of their healthcare records. So guess
where the ultimate responsibility will fall? That’s
right, each part of the health care system, from
Hospitals, to private practices, regardless of size.
And be assured the plaintiff bar has taken notice
of a potentially emerging new avenue to file a
cause of action. 

So what does that mean for hospitals and other
healthcare facilities as we move forward into the
world of Electronic Health Records (EHR)? First
and foremost, we must build trust. Trust is the
foundation of long-term success. 

Patient’s health and security must come first…
first, in terms of high quality healthcare and first,
while their privacy is protected. The doctor
patient relationship extends much farther than one
physician; it carries through every aspect of the
organization. 

Additionally, The Ponemon Institute’s Annual
Study: Cost of Data Breach, explores some
interesting and surprising conclusions around
protecting patients privacy and the high price that
must be paid to ensure that trust. The study
concluded that patient churn rate, the tendency for
a data breach event to cause them to “vote with
their feet” and choose another provider, remains
the key cost driver for data breach incidents. Such
lost customer costs are typically 2/3rds the cost of
a data breach. Industries that exhibit the highest
churn rates are healthcare, pharmaceuticals and
communications (all 6%).

The study and report is full of valuable and
interesting data and perspective for privacy,
information security, legal and financial officers.
It is a “must read” for anyone in a relevant role
within our hospital community that is entrusted
with the mitigating data breach incidents and how
to proactively avoid them.

While a proactive approach is always preferred, a
complete privacy breach response management
and information security insurance solution
tailored to your specific needs is available in the
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Protect the Kingdom from the Breach:
Data Breach Awareness

By: Rebecca D. Hall, MBA, 
Vice President Strategic Development
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marketplace. When a breach occurs, you need to
be ready to respond quickly and effectively to
mitigate your exposure to brand damage and legal
liability. Unfortunately, data security breaches
and compromises of patient/customer and
employee data continue to be reported at a high
frequency. 

Contact Malcolm or Mike with our Coastal
Insurance Services, Inc. insurance agency for
more information about how you can insure your
patient’s trust through data security.

Malcolm Johnsey, CIC, CRM
(334) 271-5515 Ext. 8133
(800) 821-9605 Ext. 8133
(205) 616-4142 Mobile
mjohnsey@coastalins.org

Mike Smith
(334) 271-5515 Ext. 8134
(800) 821-9605 Ext. 8134
(205) 616-0444 Mobile
msmith@coastalins.org

Below is a short list of security and privacy protection practices you may want to consider for your
workplace.

• "Data Breach and Incident Readiness Planning Guide" from the Online Trust Alliance (January 2010). 
https://www.otalliance.org/resources/Incident.html

• "Security & Privacy - Made Simpler," from the Better Business Bureau 
www.bbb.org/securityandprivacy/SecurityPrivacyMadeSimpler.pdf 

• “Protecting Personal Information: A Guide for Business,” from the Federal Trade Commission. 
www.ftc.gov/bcp/edu/pubs/business/idtheft/bus69.pdf

• “Information Security Handbook,” from the National Institute of Standards and Technology
http://csrc.nist.gov/publications/nistpubs/800-100/SP800-100-Mar07-2007.pdf 

• “Prevent Identity Theft with Responsible Information-Handling Practices in the Workplace,” from the 
Privacy Rights Clearinghouse www.privacyrights.org/ar/PreventITWorkplace.html

• The California Office of Privacy Protection has developed a series of Recommended Practices. Several
of the guides may be helpful in protecting your business whether or not you are located in California. 

• “Recommended Practices on California Information-Sharing Disclosures and Privacy Policy 
Statements,” www.privacy.ca.gov/recommendations/infosharingdisclos.pdf

• “A California Business Privacy Handbook,” 
www.privacyprotection.ca.gov/recommendations/ca_business_privacy_hb.pdf

• '“Recommended Practices for Protecting the Confidentiality of Social Security numbers,” 
www.privacy.ca.gov/recommendations/ssnrecommendations.pdf

We must build trust.
Trust is the foundation

of long-term success.
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In the past five years there has been an increased
use in “social network” sites both for private and
business means. Social networking is not a new term;
e-mail has been used for more than ten years as a means
to communicate with friends, family, and co-workers.
The Internet and smart phones are now used for more
than just simple conversation.

What have cropped up in the past five years are new
sites that are different from that of e-mail.  Facebook,
You-Tube, My Space, LinkedIn and Twitter are familiar
sites used by all ages as a means of communication of
common interests, sharing photos, and viewing videos.
What is different from e-mail is that these social
networking sites allow for persons to view what is
posted by getting permission to be on one’s “friends
list”.  What is to stop one of those allowed on one’s
friend’s list from copying and pasting the information
to their page for others to view? News media now have
sites for the public to send in videos or information.

Social networking sites are popular with teens and
adults; however businesses, including healthcare
organizations, are starting to use them to advertise or
market products and services as well as obtain resumes
from job seekers.  Rather than going to Monster.com or
Careerbuilder.com to search through thousands of
resumes, businesses and recruiters now advertise on
Facebook, My Space, or other social network sites.  If
used for screening job applicants there is the potential
for liability related to discrimination if the person’s

profile has any mention of age, race, ethnicity, and
religion.

Hospitals and healthcare professionals are starting to use
social networking sites such as You Tube or blogs, such
as Twitter, to interact with consumers of their services
and to communicate information on healthcare topics,
treatments, and trends.  Last year a hospital in Detroit
used Twitter to communicate with a patient’s family on
the progress of a surgery.  After the surgery, a video of
the surgery was posted on You Tube.  Employers that
use these sites or allow employees to use these sites at
work may face some liability risks if they do not have
policies in place addressing potential security violations
as well as other risks, such as discussions about staff,
patients, or the organization. If patient healthcare
information is discussed, there are the potential for
HIPAA (Health Insurance Portability and Accountability
Act) violations for the disclosure of protected healthcare
information without the consent of the patient. 

Along with this new trend comes a new vocabulary for
the potential liabilities that may arise both personally or
for an organization.  You must have heard the media
using terminology such as “cyber bullying”, “cyber
harassment”, and “textual harassment”.  These can occur
when employees discuss work related information about
co-workers or continue to text or e-mail in a language
that is harmful to a person after they are told to stop.
Other liabilities that one may be faced with are
copyright and trademark infringements when

The4  |

Social Networking in the Workplace:
Potential Risks

By: Marie Howatt, 
Risk Consultant 

09185 Coastal_Layout 1  4/22/10  2:29 PM  Page 4



information is downloaded without permission.
Hackers can enter your site and extract personal
information as well as protected information.  They can
also install viruses or other malicious software causing
IT nightmares.

How do organizations reduce their risk of these cyber
nightmares?   Whether you allow or do not allow use of
social network sights, you need to have policies and
procedures in place that define your position to
employees.  Employers are responsible for the activities
of their employees and could be held liable for their
activities under the law as defined by “respondent
superior” (the superior is responsible for the acts of their
subordinates) or “vicarious liability” if it is found that
the employees are acting as independent agents of the
organization. According to an article in the March 2010
Advisen by Swett and Crawford, Social networking
policies should:

• Address all publicly accessible 
communications made via the Internet, such
as postings on social network sites, 
communications made on blogs, discussion 
forums, newsgroups and e-mail distribution lists. 

• Clearly state the organizations position and 
policy concerning access to certain social
network sites while at work.  

• Include in the policy whether employees can 
identify themselves as representatives of the 
company (it is recommended that the employee 
not mention their work organization on a social 
network site).

• Employees should not mention any clients, 
customers or business partners without their 
permission to do so. 

• Defamatory remarks about the organization, 
its policies, management, and co-workers should
be prohibited.

• Prohibit the use of company logos and 
trademarks without permission.

References:

1. On Line Social Networking: A Brave New World of Liability by
Swett and Crawford.   Advisen.  March 2010.

2. Risk Management in the Age of Twitter.  ECRI Institute Report.
October 2009
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Whether you allow or do not allow
use of social network sights, you

need to have policies and
procedures in place that define

your position to employees.
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H ospital Risk Management has had a real
impact on controlling the number and extent of
patient safety incidents and  medical malpractice
claims.  So, why are there so many articles,
speeches and other communications that proclaim
that the healthcare industry needs to work on its
patient safety record?

A recent article (dated 3/31/2010) distributed by
“Business Wire”; titled ‘Study: Patient Safety
Incidents at U.S. Hospitals Show No Decline,
Cost $9Billion’ states that “Nearly one million
patient-safety incidents occurred among Medicare
patients over the years 2006,2007,2008 -----”.
And, further adds that “One in ten patients –
99,180 individuals – experiencing a patient-safety
incident died as a result, the study found.”

It does not take a lot of inference to deduce from
that article that historic risk management efforts
have been woefully lacking in impact or success.
This is simply incorrect.  Historic risk
management efforts have positively changed
patient safety experience over the last 40 years.

Some examples – (1) the dramatic reduction in
number and severity of anesthesia incidents; (2)
the easily recognizable advancement of policies
and procedures in health care facilities dealing
with appropriate medical care; (3) new, improved
medication distribution techniques and equipment
to control the misdistribution of medications, and
many, many others.

Does this mean that the referenced article is a
misrepresentation of the truth – answer: No.  It
means that what has been done in the past is a
good beginning.  But, it does not mean that an
ultimate solution has been accomplished.   There
are still plenty of opportunities to expand and
improve patient safety.  That is the message that
should be taken from articles such as the one
above.

Hospital risk managers should take pride in what
they have accomplished to improve patient safety
up to this point.  However, they and all healthcare
personnel need to accept the challenge of
continuing to improve patient safety.

Healthcare Risk Management
an Evolving Success

By: Melvin L. Capell,  CPCU, ARM, MBA
President and CEO
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NEW!  Online CME ProgramNEW!  Online CME Program

For Physicians and Allied Health Professionals For Physicians and Allied Health Professionals 

Insured through COASTAL Insured through COASTAL 

It’s FREE!  ~  It’s CONVENIENT!  ~ It’s ACCME ACCREDITED!It’s FREE!  ~  It’s CONVENIENT!  ~ It’s ACCME ACCREDITED!

Coastal is proud to announce a partnership with ELM Exchange, a premier provider
of continuing medical education based on risk management principles, to offer
Meaningful Education with Convenient Access! Meaningful Education with Convenient Access! 

Upon satisfactory course completion, participants receive AMA PRA Category 1
credit and can view and print their own certificates.  Participants also receive a
PREMIUM DISCOUNT of 1% for every class completed, up to 5%!PREMIUM DISCOUNT of 1% for every class completed, up to 5%!

Physicians, Nurse Practitioners, and Physician Assistants are eligible, and courses
are available anytime, anywhere!  REGISTER TODAY!
___________________________________________________________________________

TO ACCESS YOUR ONLINE COURSES:  TO ACCESS YOUR ONLINE COURSES:  

~  Go to www.coastalins.org

~  Register as a “NEW USER”

~  Fill out a short registration form used only to record your participation in the 
program.  The login you create will be maintained for future course requirements.  

~  Access your courses:  Once registration is complete, you will be guided through 
an introduction and a course guide.  Courses can then be completed at any time, 
as your schedule allows! 

___________________________________________________________________________
CME Courses Available through 2010:CME Courses Available through 2010:

~  EMTALA

~  Patient Safety

~  Informed Consent

~  Documentation

~  Risk and Safety Issues 
in: [21 Specialties]

  

  

  

REGISTER TODAY!

800-821-9605   www.coastalins.org
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The Data Footprint
By: George McGehan, 

Information Technology  

Everyone today is familiar with the term “carbon
footprint”, the total set of greenhouse gas (GHG)
emissions caused by an organization, event, product or
person.  But how many have considered their “data
footprint”? 

Etymology

The word data is the Latin plural of datum, neuter past
participle of dare, "to give", hence "something given".
In discussions of problems in geometry, mathematics,
engineering, and so on, the terms givens and data are
used interchangeably. Also, data is a representation of a
fact, figure, and idea. Such usage is the origin of data
as a concept in computer science.

Data in computing

Data are numbers, words, images, etc., accepted as they
stand.  In computer science, data is anything in a form
suitable for use with a computer. It is the contact
information you keep in Outlook, the personal check
info you put into your Quicken, the budget you develop
in Excel, the recipes you keep in Word.  Data is
everything that is not program code.  

Data vs programs

Fundamentally, computers follow the instructions they
are given. (Raise your hand if you believe that!)  A set
of instructions to perform a given task (or tasks) is called
a "program". Executable files contain programs; all
other files are data files. In the nominal case, the
program, as executed by the computer, will consist of
binary machine code. 

We don’t think too much about the “data” footprint we
leave, just so long as everything works like it should.
The total amount of digital data in 2007 was estimated
to be 281 billion gigabytes.  If divided, this information
means that each person on earth provided 45GB of

digital information.  All is good in the world if emails
open, messages send, and we can search the Internet for
answers or funny videos.  But let a piece of hardware
go down, and the most critical question is “Can I save
my files?”.  What we’re so terribly worried about losing,
THAT’S the Data.

Smart Computing

We all count on our Information Technology
departments to save the day, have the plan, be
responsible “Keepers of the Data”.  Backups cost the
company money for tapes and software, and computing
time writing the data to tape (the usual medium for
small/medium businesses).  But we can also play our
small part in the process by practicing safe computing.

1. Keep the fluff to a minimum. Don’t save your
recipes, funny quotes, vacation ideas or family
photos to the corporate computer system any longer
than it takes to forward them home.

2. Clean House. Clean out your email folders
regularly.  Don’t forget Sent and Deleted Items too.

3. De-Duplicate. Don’t keep copies of files that are
shared by departments. Short of a time sheet or fax
cover sheet, there are not a lot of files that need to
be saved in an individualized format unless it’s on a
per customer basis.

4. Make Sure It’s Backed Up. Most corporate nodes
(desktops/notebooks) are not backed up.  If your
hard drive died right now, 99% of you would lose
what was on it.  If it’s a critical/corporate file, be sure
you’ve saved it to a network share that is backed up.

Your data is an extension of you.  Be clean and
organized.  It’s digital proof that you existed and
actually accomplished anything.  Make sure they have
files they’ll use for years that have YOUR name them.  
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While completing a Safety Systems Evaluation
recently in a large acute care facility the Safety Officer
and I spotted a workman standing on the top step of a
ladder working above the ceiling grid. Both the Safety
Officer and I saw this accident waiting to happen at
about the same time. 

The Safety Officer went to the base of the ladder and
asked the workman if he knew how dangerous this
situation was, and added that he was accompanied by
the facility’s insurance company’s Loss Prevention
representative. 

Without ever looking down through the ceiling grid, the
workman told the Safety Officer exactly what he
thought of both of us…..and requested that we leave him
alone.

What would you have done in this situation?

There are several things that you should do, and there
are several things that you should never do. 

These do’s may work for you:

• Do take the employee aside when you see the
infraction.

• Do investigate why the infraction occurred.

• Do explain the disciplinary process.

• Do focus on how the safety rules help provide a
better work environment.

• Do cite specific work rules that are applicable to this
situation.

• Do provide anecdotes that the worker may relate to.

• Do hold your ground on the importance of the safety
rules.

And don’t:

• Yell or scream at the worker.

• Call the employee out or embarrass him or her in
front of coworkers or patients.

• Issue a written warning or suspension on the spot.

• Ignore requests for education or new product
consideration.

• Begin the disciplinary process if you are not the
worker’s supervisor.

• Ignore the infraction because the worker is defensive
or just hardheaded.

Everyone makes mistakes. Benjamin Franklin is often
quoted by safety people as having said that “Experience
keeps a dear school, but fools will learn in no other.” 

Part of your job as a safety professional is teaching, not
correcting. When you witness a safety policy violation,
look at it as a teaching opportunity, not an opportunity
to exert your position. Your staff members will
appreciate you more and be more cooperative when you
handle the situation as an adult not as a disciplinarian.

Dos’ and Don’ts of Safety Discipline
By: Jack Posey, CHSP 

Vice President Risk Management  

HWCF – Promotion

Congratulations to Dana Logel. Dana has been promoted from HWCF Underwriting Assistant to Underwriter.
This is in recognition of Dana’s eight years of learning and work with the Fund.

As most of you know, she can be reached at 334-323-4132.
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Is My Insurer Insured?
By: Wray Smith, Senior Vice President, 

Underwriting  

The simple answer is yes. Insurance companies
have the option of purchasing reinsurance. As the name
implies, this is insurance to protect the insurance
company against large losses or a large number of large
losses. This is important to you because it protects the
financial stability of your insurance company.

Generally this is done by purchasing facultative
reinsurance or treaty reinsurance. Facultative is usually
placed on a risk by risk basis and works best regarding
special or unusual risks. Treaty reinsurance is placed on
a contractual basis and usually involves a group of
accounts or risks. Either way the reinsurer charges a
percentage of the premium collected. In the insurance
industry this is referred to as ceding premium.

As you may have guessed, Coastal Insurance RRG
primarily uses treaty reinsurance. Our contract for the
first layer ($1mil/$3mil limit) is on an excess of loss
basis. We retain the first $250,000 per loss unless the
deductible is over $50,000 in which case we retain

$250,000 per loss above the deductible. Our selection
of the retention limit is based on our financial ability to
pay, our appetite for risk and the cost of reinsurance. At
this point we could easily increase our retention to
$500,000 or more but the savings for increasing our
retention has not justified making a change.

Our treaty includes several reinsurers. Each reinsurer is
financially sound and experienced in medical
professional liability. The use of several reinsures
protects Coastal in the event any one reinsurer decides
they no longer want to reinsure medical professional
liability or run into financial difficulty. 

Regarding the Excess/Umbrella coverage, we retain a
small percentage of any loss. 

If you have any questions, please call me at 1-800-821-
9605 ext 4116 or email me a Wsmith@coastalins.org

Wray Smith, Senior VP, Underwriting

Physician Education Credit
By: Wray Smith, Senior Vice President, 

Underwriting  

In conjunction with the risk management Webb based physician education program, the Alabama Department
of Insurance has approved a physician education credit. 

Physicians insured by Coastal Insurance Risk Retention Group, Inc. are eligible for up to a five percent credit for
Coastal physician internet physician medical education programs completed. A physician will receive 1 percent
credit for each hour of coastal internet physician medical education completed up to a maximum of 5 percent
credit in any year. The credit will be applied on renewal each year for only the hours completed during the prior
twelve months.

This credit is available to physicians with individual policies and physicians scheduled on Coastal Hospital policies.
If a physician is scheduled on a hospital’s policy, the credit will apply to that physician’s premium.   

The Coastal risk management team will advise underwriting of the hours completed by the physician during the
twelve months prior to renewal.

09185 Coastal_Layout 1  4/22/10  2:29 PM  Page 10



| 11  The

Say What??
By: Jack Posey, CHSP 

Vice President Risk Management  

All of us have at one time or the other
misunderstood something that we heard…or thought we
heard. Instead of “I pledge allegiance to the flag, we
hear “I led the pigeons to the flag”.  Better yet: “There’s
a bathroom on the right” instead of Creedence
Clearwater’s “There’s a bad moon on the rise”. These
two examples are called mondegreens—a mishearing of
something usually a song lyric that creates a new
meaning. Did you mishear the statement or was there a
hearing problem?

Summer is just around the corner and with it comes
many hours of outdoor activities. Loud activities that we
participate in such as lawn mowing, grass blowers,
fireworks, attending sports activities may contribute to
a hearing deficit. Because our hearing is something that
sometimes can’t be repaired we must take every effort
to protect it. 

More than 40 million Americans are affected by noise
induced hearing loss (NIHL). NILH may be caused by
onetime events or repeated exposure to loud sounds.
Gunshots or fireworks are a good example of one time
events and listening to music through headphones is and
example of prolonged exposure.

The loudness of sound is measured in decibels….the
higher the decibels count the higher the sound level.
Normal conversation is usually around 65-70dB, normal
traffic is around 85-90dB. A lawn mower on the other
hand may reach115-120dB. Prolonged exposure
promotes hearing loss.

Hearing protection is really very simple. Here are a few
things that you may want to practice to protect this
valuable sense:

• Wear earplugs when involved in a loud activity.

• Protect the ears of children who are too young to
protect themselves.

• Be alert to noisy environments and try to avoid them.

• Limit personal use of headphones while listening to
music.

Take it from someone that has a hearing loss…..protect
your hearing before it’s too late. 

Promotion

Congratulations Tim. Tim Miller has been promoted to Coastal Insurance RRG Director of Underwriting. Tim
has been with Coastal for three years and has proved himself to be a great asset to the underwriting team.

If Tim or I may be of help regarding your insurance needs please call. Tim’s number direct number is 334-323-
4112. My direct number is 334-323-4116. Wray Smith Senior VP, Underwriting
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Upcoming Events You Need to Know About

A Mock Trial presented by the Risk Management Department will be held in Montgomery at the CIRRG
offices on July 20, 2010 and at D.W. McMillan Hospital in Brewton on July 22, 2010. No charge to attend
and CEU�s will be issued. More information will be sent to you from our office.

The Emerging Issues in Occupational Health & Safety conference will be held June 23-24, 2010 at
the Destin, Fl. Hilton. For more information, contact Deep South Center for Occupational Health and
Safety at University of Alabama in Birmingham.

The 23rd Annual Alabama Governors� Safety and Health Conference will be held August 30-
September 1, 2010 in Orange Beach, Alabama. For more information, go online to
www.algovshc.ccs.ua.edu. 

the
P.O. Box 240429
Montgomery, AL 36124
www.coastalins.org
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